| Pv6 mai nt enance Worki ng G oup (6man) F. CGont
Internet-Draft UK CPNI
Updates: 3971, 4861 (if approved) January 12, 2012
I ntended status: Standards Track

Expires: July 15, 2012

Security Inplications of the Use of |IPv6 Extension Headers with | Pv6
Nei ghbor Di scovery
dr af t - gont - 6man- nd- ext ensi on- header s- 02

Abst ract

Thi s docunent anal yzes the security inplications of using |Pv6

Ext ensi on Headers wi th Nei ghbor Discovery (ND) nessages. It updates
RFC 4861 such that use of the | Pv6 Fragnentation Header is forbidden
in all Neighbor D scovery nessages, thus allow ng for sinple and

ef fective counter-neasures for Neighbor Discovery attacks. Finally,
it discusses the security inplications of using |IPv6 fragmentation
wi th SEcure Nei ghbor Di scovery (SEND), and provi des advice such that
the aforementi oned security inplications are nitigated.

Status of this Meno

This Internet-Draft is submitted in full conformance with the

provi sions of BCP 78 and BCP 79. This docunent may not be nodifi ed,
and derivative works of it may not be created, and it may not be
publ i shed except as an Internet-Draft.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on July 15, 2012.
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1.

I nt roducti on

The Nei ghbor Di scovery Protocol (NDP) is specified in RFC 4861

[ RFC4861] and RFC 4862 [ RFC4862]. It is used by both hosts and
routers. Its functions include Neighbor D scovery (ND), Router

Di scovery (RD), Address Autoconfiguration, Address Resol ution,

Nei ghbor Unreachability Detection (NUD), Duplicate Address Detection
(DAD), and Redirection.

Many of the possible attacks agai nst the Nei ghbor Di scovery Protocol
are discussed in detail in [RFC3756]. |In order to nitigate the

af orementi oned possi bl e attacks, the SEcure Nei ghbor Di scovery (SEND)
was standardi zed. SEND enpl oys a nunber of mechanisnms to certify the
origin of Neighbor Discovery packets and the authority of routers,
and to protect Neighbor Discovery packets from being the subject of
nodi fication or replay attacks.

However, a nunber of factors, such as the use of trust anchors and
the unavailability of SEND inpl enentations for many wi del y-depl oyed
operating systenms, make SEND hard to depl oy [ Gont- DEEPSEC2011].

Thus, in many general scenarios it may be necessary and/or conveni ent
to use other mitigation techniques for NDP-based attacks. The
following "lightweight" mtigations are currently available for NDP
att acks:

o Layer-2 filtering of Neighbor Discovery packets (such as RA-CGuard
[ RFC6105])

0 Nei ghbor Discovery nonitoring tools (e.g., such as NDPMon
[ NDPMon] )

| Pv6 Router Advertisenent Guard (RA-CGuard) is a mitigation technique
for attack vectors based on | CMPv6 Router Adverti sement messages. It
is neant to bl ock attack packets at a |ayer-2 device before the
attack packets actually reach the target nodes. [RFC6104] describes
t he probl em statenent of "Rogue |Pv6 Router Advertisenents", and

[ RFC6105] specifies the "I Pv6 Router Advertisenent Cuard"
functionality.

Tool s such as NDPMon [ NDPMon] and ranond [ranond] aimat nonitoring
Nei ghbor Discovery traffic in the hopes of detecting possible attacks
when there are discrepanci es between the information advertised in
Nei ghbor Di scovery packets and the information stored on a | ocal

dat abase.

A key challenge that these nmitigation or nonitoring techni ques face
is that introduced by IPv6 fragnentation, since it is trivial for an
attacker to conceal his attack by fragnenting his packets into
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mul tiple fragments. This may linit or even elininate the

ef fecti veness of the aforenmentioned mitigation or nonitoring

techni ques. Recent work [CPNI -1Pv6] indicates that current

i npl ementations of the aforenentioned "lightweight" nitigations for
NDP attacks can be trivially evaded. For exanple, as noted in
[1-D.gont-v6ops-ra-guard-inplementation], current RA-Guard

i mpl ementations can be trivially evaded by fragnenting the attack
packets into multiple fragments, such that the | ayer-2 device cannot
find all the necessary information to perform packet filtering in the
sanme packet. \Wile Nei ghbor Discovery nonitoring tools could (in
theory inplenent |1 Pv6 fragnent reassenbly, this is usually an arns-
race with the attacker (an attacker generate lots of forged fragnents
to "confuse" the nmonitoring tools), and therefore the aforenentioned
tools are unreliable for the detection of such attacks.

Section 2 analyzes the use of IPv6 fragnentation in traditiona

Nei ghbor di scovery. Section 3 analyzes the use of |Pv6 fragnentation
in SEcure Nei ghbor Discovery (SEND). Section 4 formally updates RFC
4861 such that use of the |Pv6 Fragnment Header with traditiona

Nei ghbor Di scovery is forbidden, and provi des advice on the use of

I Pv6 fragmentation with SEND

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].
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2

Tradi ti onal Nei ghbor Di scovery and | Pv6 Fragnentation

The only potential use case for IPv6 fragmentation with traditiona
(i.e., non-SEND) | Pv6 Nei ghbor Discovery would be that in which a
Rout er Advertisenent nust include a |arge nunber of options (Prefix
Informati on Options, Route Information Options, etc.). However, this
could still be achieved w thout enploying fragnentation, by splitting
the aforementioned information into rmultiple Router Advertisenent
nessages.

Sone Nei ghbor Discovery inplenentations are known to silently

i gnore Router Advertisenent nessages that enploy fragnentation
Therefore, splitting the necessary information into nultiple RA
messages (rather than sending a |l arge RA nessage that is
fragmented into nultiple I1Pv6 fragnents) is probably desirable
even froman interoperability point of view

As a result of the aforenmentioned considerations, and since avoiding
the use of IPv6 fragnmentation in traditional Neighbor Di scovery woul d
greatly sinmplify and inprove the effectiveness of nonitoring and
filtering ND, Section 4 specifies that hosts silently ignore

tradi tional Neighbor Discovery nessages (i.e., those specified in

[ RFC4861]) that enploy IPv6 fragnentation
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3. SEcure Nei ghbor Discovery (SEND) and | Pv6 Fragnentation

SEND packets typically carry nore information than traditiona
Nei ghbor Di scovery packets: for exanple, they include additiona
options such as the CGA option and the RSA signature option.

In the case of Nei ghbor Discovery nessages specified in [ RFC4861],
the situation is roughly the same: if nore information than would fit
in a non-fragmented Nei ghbor Di scovery packet needs to be sent, it
should be split into nmultiple Neighbor Discovery nessages (such that
| Pv6 fragnentation is avoi ded).

However, Certification Path Advertisenment nmessages (specified in

[ RFC3971]) pose a different situation, since the Certificate Option
they include contain nuch nore information than any ot her Nei ghbor

Di scovery option. For exanple, Appendix C of [RFC3971] reports
Certification Path Adverti senent nessages from 1050 to 1066 bytes on
an Ethernet link layer. Since the aforenenti oned packet sizes are
close to the minimm Il Pv6 MIU (1280 bytes), we note that |Pv6
fragmentation nust still be allowed for Certificate Path
Advertisement nmessages.

It should be noted that relying on fragnentation opens the door to a
variety of IPv6 fragnmentation-based attacks. |In particular, if an
attacker is located on the sanme broadcast donmain as the victimhost,
and Certification Path Advertisenent nessages enpl oy | Pv6
fragmentation, it would be trivial for the attacker to forge |IPv6
fragment such that they result in "Fragnment |ID collisions", causing
both the attack fragnents and the legitinmate fragnents to be

di scarded by the victimnode. This would eventually cause the

Aut hori zation Del egation Discovery to fail, thus |leading the host to
fall back (depending to |ocal configuration) either to unsecured
nmode, or to reject the correspondi ng Router Advertisenent nessages
(possibly resulting in a Denial of Service).
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4.

Speci fication

Nodes SHOULD NOT enpl oy |IPv6 fragnentation for sending any of the
foll owi ng Nei ghbor Discovery and SEcure Nei ghbor Di scovery nessages:
Nei ghbor Solicitation, Neighbor Advertisenent, Router Solicitation,
Rout er Advertisenent, Redirect, Certification Path Solicitation, and
Certification Path Adverti senent.

Nodes SHOULD silently ignore the follow ng Nei ghbor D scovery and
SEcure Nei ghbor Discovery nessages if the packets carrying them

i nclude an | Pv6 Fragnentati on Header: Nei ghbor Solicitation, Neighbor
Advertisenment, Router Solicitation, Router Advertisenent, Redirect,
and Certification Path Solicitation.

Nodes SHOULD normal |y process Certification Path Adverti senent
messages that enploy | Pv6 fragnentation.
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5.

Security Considerations

The 1 Pv6 Fragnentation Header can be | everaged to circumvent network
monitoring tools and current inplenmentations of nmechani sns such as
RA-Guard [I-D. gont-v6ops-ra-guard-inpl enentation]. By updating the
rel evant specifications such that the | Pv6 Fragnent Header is not

all oned in any Nei ghbor Di scovery nessages except "Certification Path
Advertisenment”, protection of |ocal nodes agai nst Nei ghbor Discovery
attacks, and nonitoring of Neighbor Discovery traffic is greatly
simplified.

[1-D.gont-v6ops-ra-guard-inpl enentation] discusses an inprovenent to
the RA-Guard nechanismthat can nitigate Nei ghbor D scovery attacks
that enploy | Pv6 Fragnentation. However, it should be noted that

unl ess [ RFC4861] is updated (as proposed in this docunment), Neighbor
Di scovery nonitoring tools (such as NDPMbn [ NDPMon]) woul d renain
unreliable and trivial to circunvent by a skilled attacker

As noted in Section 3, use of SEND could potentially result in
fragmented "Certification Path Advertisenment" nessages, thus allow ng
an attacker to enploy IPv6 fragnmentation-based attacks agai nst such
messages. Therefore, to the extent that is possible, such use of
fragmentation should be avoi ded.
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Appendi x A.  Changes from previ ous versions of the draft (to be renoved

Gont

by the RFC Editor before publication of this docunent as a
RFC

Changes from draft-gont-6nman-nd- ext ensi on- header s-01

The 1-D now forbids only the Fragnent Header (rather than all
Ext ensi on Headers) with nmost ND packets.

A di scussion of the use of IPv6 fragnentation with ND and SEND was
added.

Text was added noting that if SEND traffic is fragnmented, this
woul d open the door to fragnentation-based attacks, which would
lead to trivial DoS attacks.

M nor editorial changes

Changes from draft-gont-6man- nd- ext ensi on- header s- 00

The Security Considerations section now notes that unless |Pv6
ext ensi on headers are not allowed w th Nei ghbor Discovery
messages, nonitoring ND traffic and/or mitigating ND
vulnerabilities mght result in increased conplexity and/or
reduced performance.

M nor editorial changes
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